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Issues
• Hardware-software co-design
• Device placement and control

– Decentralized
– Steady-state
– Dynamic

• Cyber security
• Reliability

33

vv

Transmission Line
Generation
FACTS

Wind Power

Energy 
Storage

Solar Power

Energy 
Storage

FACTS 
Device

Distributed 
Decisions

Power 
Electronics

Communications

Sensing  and 
monitoring 
Inputs

Power 
Electronics

Power 
Electronics

Distributed control
and fault/attack 
detection



FACTS Interaction Laboratory

HIL Line

UPFC

Simulation

Engine



FACTS Power System Model
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First Decomposition
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Unified Power Flow Controller 
(UPFC) FACTS
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Simulated Power Transmission System

Simulation Engine
(Load Flow) HIL Line
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Manual power flow 
control
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IEEE 118 Bus Test System



Manual Power Flow Control
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Closed-loop long term control

• Which placements and settings yield the 
lowest PI over all possible contingencies?

Performance Index
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SLC – Single Line Contingency

PI distributes line loadings as higher loadings 
incur heavier penalties than lower loadings
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Seed Physical and Logical 
Intrusions

• Assertions describe the correctness of the 
control algorithms

• Software and hardware errors will be 
seeded into the FACTS network and the 
fault tolerance will be reported 

• This behavior will be used to develop 
security policies for FACTS power 
systems 
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